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1
Decision/action requested

It is proposed to update interim agreement in section E.1.11.
2
References

[1]
TS 23.501
[2]
TS 33.210
3
Rationale

This contribution proposes a new question and an interim agreement in section E.1.11. The question and interim agreement are for considering the security of service-based interfaces.
Service-based interfaces have been defined and used with the 5GC Contol Plane in TS 23.501[1].

· Section 4.2.1 of TS 23.501[1] stats “Network functions within the 5GC Control Plane shall only use service-based interfaces for their interactions.”

· In section 4.2.3 of TS 2.3501[1], a non-roaming reference architecture is depicted with Service-based interfaces used within the Control Plane
· 
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· Clause 4.2.7 of TS 23.501[1] states” The following reference points show the interactions that exist between the NF services in the NFs. These reference points are realized by corresponding NF service-based interfaces and by specifying the identified consumer and producer NF service as well as their interaction in order to realize a particular system procedure”. The interfaces are N5,N7,N24, N8,N9,N10,N11,N12,N13,N14,N15,N16,N17,N18 and N19.
Therefore, SA3 needs to study whether service based interfaces need additional protection mechanism(s) in addition to security mechanisms in TS 33.210[2]. 
4
Detailed proposal

***** First Change *****
E.1.11 
Questions and Interim Agreements for Key Issue #1.11 
E.1.11.0 
Questions in other clauses affecting this key issue

The questions in security area #10 may affect this clause. 
E.1.11.1 
Security features for the CN-CN control plane
E.1.11.1.1 
Description of Question

Question: What security features are mandatory to support / use on the CN-CN control plane? 

E.1.11.1.2 
Interim Agreement

The principles of Network Domain Security, as described in 3GPP TS 33.210, shall apply. Further agreements in security area #10, if any, shall apply and may supersede the statement in the previous sentence. 
E.1.11.1.X 
Description of Question

Question: Shall additional security features need to be introduced to secure 5GC-control plane interfaces? 
E.1.11.1.X
Interim Agreement

Considering 5GC-control plane interfaces are defined as service based interface in TS 23.501[74], security mechanisms defined in TS 33.210[43] and TS 33.310[37] may not be enough, and additional mechanism may be needed. The protection mechanisms for service based interfaces will be studied in phase1. 
***** End of Changes *****
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